» 
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[ co^P^don of .» 

„ audio ^to "S^f^S^ for scraps 
ioc a maricer f'-wrncd try a wo ^° r< -r, co acii infer- 
no a*d video bu .^t^orZ — 5 of ax, 
f «^" M *,^^SST^ csiter with «ud 
encoding lor/- «^ t ¥' la ^fj^ fey said control 
. audio aod vidoo hie rtnps »cramnl_ &y «x 



word- o-ad ^,;~"/V=eordia? dtoo=" of 

an audio su>d video ^'^^^^^ZZZ-ii^=& strip*. 

•joe said oxarjter £rora saia- ^Tt~^_. by means 

of an cocoicd key to . ^^-^r to bo 



£c^ s «d ^y^^^^t; 

of u encoded key "^^^ j^rricer co oe 

receded oa ^^J^ ^SJ^ 3. descaling and 
r^r & ^ potfviL^ - o, dispUycd 00 

[. Z. -A^JLatio. ^J^f* 

rccording^produciflg *y""f a ^ aS r^-ptivaGo-<iaQ 

•.vnc>;i.i' ^ =i*ricer 1'- ? ' T " ■ - '•' 

fici<i sviitiixi sail bit scrips. >. - digjjal nxag!!==-C 

[ 3. A copy (wveawa ^di, claim 2. 

r^db^rcp^S of a copy preveottoa 

wherein said m -rr to- *f - d „, ^vcotioo uufor- 
info^-doa area ^.^^f^ a cooJroi word 

^ rococded «A said * magnetic 

[ 4. A copy preveonoo ^ a£ J^T£ cLairn 3. 

wherein said marker u rccmcu ■ di ^ 1 magnetic 

[ S. A copy prevention c ;,„-.^~ eUta 4. 

^oorfiugAreproducinS u foew d of oae byte. J 

xvhext:^ said copy ^^"f^ ii-uu. toagnetic 

l<. A copy P^cnaoa ™ <at °l cLlls ^ ia claim 4 
recordiag/reprodiicuis fcrT=0 d o-f focar by=s- ] 

wbcreia "id coacroL w«a ^ , jjr-jua magnetic 

[ 7. A copy prevcauoo. me*cd. ^Jtf~ cUi ru 3. 
'rooordiag/repcoduoog 3 7 s <^J^f-^~ formatted by 
whe^in said, copy '"^Pdfcf KSf icda S a= 

aurobcr of pcrnxtoxne ^ d °* i /"digital roagjic" 

[ 3. A copy peerMfcon Tu^hod ^ cliim 7 . 

c=«cdi BS /rep<o^c^gjy^ ^ co^pci^: 

wbercia said geaera£ic<iai. <=Pr r-sciaias the copy 
an aUowabtc gcacrauoaal ^d 

a cuircac generarioaai 6="^-*^-^ 

[ A copy P^f-^^Sl^^f i« I- 
cccordiagAcpt^duc^s systca ^ procc^ com- 

whccu! 3*id ="dL° " d vldco CMB * 3 

pcLscs: 
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M .,udio aad video tic- strip encoding step of cscc-d 
said audio ajad video tic strips; 
' a control -crd geccr^ang sCrp of generis ~id coo< 
word for scnrabliag; 
a jcrarohUsg s^Q for scrawling said ccooded audio . 
video bic sai^ bT of ^d generated coc=ro. 

word: 

a cotTv ^vcarioa iaf oratorio a gcacr*riog rt=o of ^— «r- 
aai^'^id copy crcvcacoc mfcrayioa fcr por^cing 
said 0>c3ii copy; 

a rt^ccr generis a^d e^rypcLas step of 

said rcunte by rocu,, of «dd generated coctrerf ~cr.- 
^d copy pcevecrioa iacbririario a *nd c^xzrypo^ s=ud 
center by acuw of 3 aid encoded icy; md 

, rsuidpicxiiig *x>d tr*«mittuig step of nz^Sapi^Lz% eo 
^nlSit , Jd scrambled audio and. video b« scms ~d 

L rccordIag/reprodu<r:ci S system *s ^^ C ^^/rtc^^Z 
wherein .aid audio and ^id<=o *ign*l rcccivxag^cccrt.'.g 

proofs comprbca: 

Y^Wcer d<r-ecd^ sico of d^id^lc^g s~d cransr^Gcd 

cortex" by of said eacoded icy; ( 

CcSS^bS said copy i. permicted or a ot ^d 

dct^ecLQg s=Lid conircO. word; 
^ au dio and video decoding of ^^f^I^ 

decoding said tr^smitrod audio a^d vtdeo bit ^ 

^Tof s^t d^ec^d control word, and c«qc*-^g 

s^id audio and video signals; and 
a nxarfc Las erring *cp of arming said deleted mt*~ 

^^crypoo^ said upd*rcd roarto ^ 

3 OT v prevention iaform^non drto^ing S ^°J^ , ~= C ^:* 
copy S«v«ioa iafocawiioa foe pr=r=^i «*-<! 
illegal copy £com «id «icto<=«i marker; 
a any au^bcr r=*==a=S step of " *£f^f t 

of said limbic S=^^J^,^ 



rrCQCnQOa Or S3L±0 3JJ.^~^^- 3' 

^rcoc^acn^o- of «M _«jx e£ ^<^£*^ 

ptn w-ixbdxi 

deleted copy provecrrioa uxfonrraaxio n. *od — 
^ ^„/;h\~xv f 3 oorrn^ed or no*-to pr 



rc^^ag 7 0 ^ m ^bd a 



aacber of p<oirrxaS ^Jd copy of ^d ] 
s^id deleted copy prcvcrrcLoa infonrJi 
rrimag wbeiber s^id copy is permit or no*-c 

^s?s^r ^r^o s rof°^-,b lo 

,,^3 ^ ccpy w b ca ft is 



[ ,3.' A c^y ^^cSS"^. 
~ cor din z/r=pr oduong sysccm c^— • 

■*hcr=ia seep of ioWb'«S " n £^,c of «id 

coveting Mid cooocol word or »f£f^7 ot J£L ] 
control wed to Wo* * ^^ of Tff^wic 
[ 14. A copy -pc=vcnaoo roefcod ^V^^J^ „_ 

cacrypcLxig said up<la(^a nwxte* cry 

rcp i*c=bly uwcrtias saul caar/p<cd 

c coding: rcarte*. J . , f a di^icai m^gaccic 

[ 18. A copy prevc-aoa mc* *d ^ u 

.•whean i*id encoded K«-y ^ . 

trruisniissioa line Co be scored. . j ^ ^ 

[ 19. A copy peevcauoa mc^ ia cUim 13, 

wherein ^id c a coded lesy is ^ 5 F^^^f 1 " 
wacrcxa ct^ioibed time xjtcr-^-L j 

[ 20. A. copy E^vcncoa app-*«us ^ 
^d^g/r^o^-^ ^7™^ Md ioscr ^g part ft* 



an cn 



dcccec£Dg -od ^^^^U.g^bic 
^^f^Tor ..id toy co ^ «hc 

CC31iU: , said coc-oL ^vord and updated, 
a buffer p*rt for bu *^^2d martar analyzing o»d 
a^dcacr/pt^nai^" updated -nd 

processing P^.» Bd ..£^L scdia g£di«crting 
encrypted uwla ua rEirfc=rc s 

part; and ^^bUr,^ sad bit itrios provided 

~T „i —cod from said buffer part J 
[ 21. A copy prevnadoo ^^X^ M . 

whcr=ifl sxid. encoded ^-^J* i ^ 

cransnzis^toa line co ^/ tax ^ r l ru3 ^ A dx^i n^gaccc 
f Z2- A copy pnsvcnaoa ^^^^^^e^ -t, 

[ 23. A copy peevcaaoa ^^ S ^nra^^: 

Held wiLhaa said bit ^nps whe^/cr 
ch^ttgrrd- ] 



[ 2A. A copy prr/ccaaoc 3pp*j:xn^s of jl digital nxagacoc 
rccordli:g/ : rOTO<it:cLD3 systcci as" cUirood ia ctaiG 23. 
wtcrcia said mzrhr is corxipri3od of a copy pnrvc=r^oa 
Lofoixaadoa area recorded wlii said copy prrvcndoa ixfoc- 
rprron for prcvcadng said Uicgxl copy, and a oootrol ^crd 
xrca recorded s-cki control word for dc^craxribLbig. j 

r 25. A 009 y pervecdoa ^pp«raru3 af a digital Ci?xcc 
rbcordi a g/re pcod^cLa g syatera as cialcae-c* ia da_L-3 24. 
wherctn said" m:fer is farmed oC 3 bytca. J 
I" 2^6. A copy peevcaooa a^pax^aji of a digital rr vg-TcCaC 
rcoocdLixig/ropro<iijei3 2 syrira a* cUircod La ciaxm 25 
wherein 3 -J^ copy CTcrcaCLoa area is fcrrrx=d of occ by^e. J 
[ 27. a copy prcvrnGOG appararus of 1 dl^iud casuz^^c 
rocotrdingrrcpcodxicing systrni as clzis^ad ia diim 2-5. 
wherein said coacrol word area is jfooacd, of four bytce. J. 
[ 23. A cotTy prevcodoa apparatus of a digital rria» aerie 
rocordJ^g^rroro^cL^ system as ciaiocd in cLxixn 
wbcrcLa s-aid copy pcry^ctioa Ijxfcraixdoa is focmac-sd by 
inciuding a 3-ocraCLoaal copy control field wrtstricdsg cbe 
copy au-rcber of a program. ] 
[ 29. A copy pcr^crrtioc apparMXis of a digital icj^cUc 
rxioor^a.jv^^odijiaLnj system aj c L».i. mr .^ in claxra 25, 
whacia 5-cd geoerxrionai copy coacr'ol ae.'.-c cooirxiscs: 
an aJLLowablc s=aciriowi field for raerici *g <ie aurabcr 

of pcrmirt3uas Cbe copy of a program: acd 
a curr=a.c gcaerxxioiLal field jq>;^ 5coQDg a. currcoC £czurr^- 
doa cf a. dopUocied program. ] 
[ 3-0. A copy prevcorian ^pparxma of a rKgr'tsd cx*gc<=ic 
rccordlo^cprodaciag system as claimed La cburc. 2#. 
wherein wid concroL ^ord is periodically changed. ] 
[ 31. A copy ewenrion app<irarus of a digital magceiic 
r^corH ■> s ^pcoduczLr» g system as cJntincd ia claxc^ 30_ 
wfacrein said conirol ~ord is changed is the interval or 0.6 

socoad. ] 

[ 32. a cop/ prcveirrioa JLpOTC3EJ5 OC a digjXal JHig>=- 
roco^rt^^VcnrrwdLMr^ systrm is claimed, ir? -^icr- 3?- 
w hernia "said 'marker ~is plaocxi oa a tran sport-priv- t-xisXa 
field wiciiin said bit s=ripa wbencr/cr said cocUrol word is 
CCLiC £ccL ] 

[ 33. A copy pccvccacioa appararus of a di^tcai coa^ieiic 
^oocdtuL^/r^CKtuclag system as claimed. Ln claira 30. 

s^cl* cootct detcccing and uisertiag part repLu==^ly 
Lnscrcs said upd-aXid .u^k ur w-ich a suc«cdia^ awxi=- J ^ 
[ 3^. A ocoy pc^voricioa ipparrors or * di^icai c^n^e 
rocxTrdi^s^^oduciag: system aa claxmed ^ c.u- 
w hK=reia said maffcr d^tectuig and iasariag parr coc=pns«s. 
„ n^ricrr detecdag sccticm fee dccccun- to oucput a-xid 
encrypc^i awrkrr erom said icpot bix strips co s^ud 
xejacker anaiyrL^5 oad processing port, oucpuciiig - 
m ^~r dcieedcKi fla^ signal for in/ocxrdng of Gac posr- 
doa af «id e^crypced jrun:>=er ^rtiiin said biC sEnpa co_ 
said descraxnbier Co be used is a refcroacc signal cT 
LaitiiLuiiig s*id descrarablcr, and o^tpxiGiag s^Ld bi: 
scrips; 

a rc-scto inserting socrion for ios^rtiQg said updaXec ind 
encrypted rDarkrr from said buiTcr p«rt to said bit s^s 
from said rriacfcer deleting socxioa in accocdmcc ^T-^ 
said rojurkcr (kfcerioa flag siapial erom a*x<i r=^rr„ 
docrocing seed on to output cbe resale co said descrara- 
bi<=r_ ] . 
f 33. A copy pnrycradoa a^?p«ra±us cf a ds^S^l 
rcccarCLLag/rwcxluong sysrcai as claimed in. cl 
wherein nxartur *XLoLyzing *ad process!^ p=T= 

F Tmart=r decoding sccdoa for decrypting said c^?^ 
cnarxcr from .xid rc«=fc=r detccdog and inserong by 
roe-aru of said czveoded kxy; 
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a naartrr xa-aJyzLag xocdoa for Analyzing said cop/ crc- 
vcodoa iajformatioa w-itfcjo said, marker frocc said 
marfar decocting ioctiori. ouoricZLag said ooccroi 

*ord co Srtid buLffbr part and a coarroL .clganl for 
up<±jrc\n ^ said rajcrJccr whea said, copy is pcr-au ctexi; and 
a. ooaxfccr updating and cocod-LQg jee^oa for upcU'.iUsg jxfd 
rtuLfiuzr from said co-*aicc=r dcco-dlag soccioa accor- 
ctau>cc whJi said, coacrol signed nnarc. iaid mai -w 3 c^- 
iyzjjag soctioa. and cacryprtiag sdd. upK±ared nxaiOccr by 
mcjurs of s-aid cncoctcd Secy Co c-urput -Sic result co said 
bujS"cr p^scc ] 

[ 3-6. A copy pccvcQtion appararus of a rtigjr *\ ruigactfc 
rccordixig/r7=pro<iucicig sysccm cU£rc*rd ta ^? ^ »' m 35 
whera'n 3 aid marker .in.ilyzLQg aod processing parr fdrrtver 
comptijcj a a encoded kty scocagc jocrfon for scoring taid 
encoded. <^ry :o oucpuC ic co s-sud. rrurV-TT a-cjiyzing soctioa 
and auLTlccr updating and caaytf.ng srrrzjc-a. ] 
[ 37. A. copy prcrveaaoa Aup^u jliu j of 2. digica!. ma gnrr-V -. 



wherein J aid marker n ruiiyrln g socio a coczpar-sj a_z allow- 
able gcocirxtioa C^" jux allowable gcacraiiocil field wich a 
current gencraxiao o-f a carrcac gcncr>QO^ £=ld rcprrsccrt- 
lag a cucrcnc gcaeracioa of a dXipLicsicxi pc o-gra_rri ro d>crcr- 
nuoc he chcr s-xid. copy u pcxmicic*d or qoc ] 
[ A copy parv< — Tion apparatus of i di^Cal nugnede 

re cordis g/r^ yr odLu cin g systcxrx -as ciiirocd ia ciiizn 20, 
where in said buffer part conxprLScs: 

a ciariccr buffer for (cmpcralfy scoring 5zid upcUccd iad 
c Qcryptod marfcer froca sand ctult -err a,?a? y ri>-r aad 
pTOccssjLcg p-an_ and -Tu-tputting iSr raxnJ. : ro-j^jd rcu»rfcer 
dctscXiiT.ji axKi Las<=rTin2 u^rru s-o-d 

a ooqctoI word buflrt* for ccrcporaily sccvicg said concnol 
word jcroca sjdd> ctltt kcr a-aaiyzLag aod pct>cg--^rL3 g par t, 
aod ourpurcLag dhc rcjuix to s-aid desen— liScr. ] 



39. A method for transmitting digital data, comprising: 
scrambling digital data: and 

transmitting the scrambled digital data, identification 
information, and copy/prevention information as part of a data 
group, the data group ftncluding a header and the header 
including the identification information, the identification 
information indicating that at least a portion of the data group 
has a data structure for copy prevention. 

40. The method of claim 39. wherein the scrambling 
step scrambles the dra^tal data based on control data such that 
the control data controls a parameter of the scrambling 
operation. / 

41. The method of c/laim 40. wherein the transmitting 
step transmits the control data as part of the data group. 

42. The method of claim 41. further comprising: 
encrypting the control data prior to the transmitting 

step: and wherein 

the transmitting step transmits the encrypted control 
data as part of the data group. 

43. The method of claim 42. wherein the encrypting 
step encrypts the control data based on a key. 

44. The method of claim 39. wherein the copy 
prevention information includes one of current generation 
information and allowable generation information, the current 
generation information indicating a number of times the digital 
data has been copied and the allowable generation information 
indicating a number of permitted copies of the digital data. 
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45. A method for transmitting digital data, comprising: 
scrambling digital data: and 



recording the scrambled digital data, identification 



information, and copy 



group, the data group i ncluding a header and the header 



information indicating 



has a data structure foi 



prevention information as part of a data 



including the identification information, the identification 



that at least a portion of the data group 



copy prevention. 



46. The method of claim 45. wherein the scrambling 



step scrambles the digital data based on control data such that 



the control data controls a 



parameter of the scrambling 



operation. 



a 



47. The method of claim 46. wherein the transmitting 



step transmits the control data as part of the data group. 



48. The method of 



:laim 47. further comprising: 



encrypting the control data prior to the transmitting 
step: and wherein I 

the transmitting step transmits the encrypted control 
data as part of the data group. 



49. The method of claim 48. wherein the encrypting 



step encrypts the control !data based on a key. 

\ 

50. The method of claim 45. wherein the copy 
prevention information includes one of current generation 
information and allowable generation information, the current 
generation information indicating a number of times the digital 



ft ft 



data has been copied and the allowable generation information 
indicating a number of permitted copies of the digital data. 

51 . A method of processing protected digital data, 
comprising: 

receiving a data group including identification 
information, control data and scrambled digital data, the data 
group also having a header and the header including the 
identification information, the identification information 
indicating that at least a portion of the data group has a data 
structure for copy prevention; and 

descrambling the scrambled digital data based on the 
control data. 

52. The method of claim 51. wherein 

the receiving step receives copy prevention information 
as part of the data group, and further including. 

performing a copy prevention function based on the 
copy prevention information. 

53. The method of claim 51. wherein 

the receiving step receives encrypted control data as 
part of the data group: and further including. 

decrypting the encrypted control data prior to the 
descrambling step. 

54. The method of claim 53. wherein the decrypting 
step decrypts the control data using a key. 

55. The method of claim 51. wherein the copy 
prevention information includes one of current generation 
information and allowable generation information, the current 



generation information indicating a number of times the digital 
data has been copied and the allowable generation information 
indicating a number of permitted copies of the digital data. 

56. A copy prot xted recording medium having a data 



structure for controlling 



reproducing device, coi uprising 



copy prevention area ar d a digital data area: 



a copy prevention operation of a 



a data group area including an identification area, a 



the identification area including identification 



information indicating that at least a portion of the data group 



has a data structure for copy prevention 



the copy prevention area including copy prevention 



information for controlling a copy prevention operation of a 



reproducing device: anc 



the digital data 



T 



ea including scrambled digital data. 



57. The recording medium of claim 56. wherein the data 
group area further Lriuludes a control data area, the control data 
area storing control/data for descrambling the scrambled digital 
data. 

58. The recording medium of claim 57. wherein the 
control data area store/ encrypted control data. 



59. The recording medium of claim 56. wherein the 
copy prevention information includes one of current generation 
information and allowable generation information, the current 
generation information indicating a number of times the digital 
data has been copied and the allowable generation information 
indicating a number of permitted copies of the digital data. 



60. A method for protecting digital data, comprising: 
encrypting control flata. the control data having been 

used to control a parameterjof a scrambling operation for 

scrambling digital data: anc 



transmitting the scranbled digital data and a marker, the 



marker including the contro 



information. 



61. The method of c 



step transmits the scramblec 



data and copy prevention 



dm 60. wherein the transmitting 



digital data and the marker as a 



data group. 



.4 



62. The method of claim 61. wherein the transmitting 
step transmits identification information as part of the data 



group, the identification information indicating that at least a 



portion of the data group has a data structure for copy 



prevention. 



63. The method of cla 



im 60. wherein the copy 



prevention information indicates a number of permitted copies 



of the digital data. 



64. The method of claim 60. wherein the encrypting 



step encrypts the control data using a key 



65. A method for protecting digital data, comprising: 
encrypting control data, the control data having been 

used to control a parameter of a scrambling operation for 

scrambling digital data: and ) 

transmitting the scrambled digital data and the control 

i 

data as part of a data group j the data group including a header 

I 

and the header including the control data. 



t 
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66. The method 
step transmits copy pre 



i 

i f claim 
ntion ii 



65. wherein the transmitting 
information as part of the data 



group. 



67. The method of claim 66. wherein the copy 



prevention information indicates a number of permitted copies 



of the digital data. 



68. The method of claim 65. wherein the encrypting 



step encrypts the control data using a key. 



69. The methoc 



of claim 65. wherein the transmitting 



step transmits identification information as part of the data 
group, the identification information indicating that at least a 



portion of the data groLp has a data structure for copy 



prevention. 



